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1. DVR Extraction 
 
1.1. Scope 

1.1.1. This procedure applies to Forensic Multimedia Unit (FMU) analysts who are trained and 
equipped to collect/extract, preserve, analyze and prepare digital multimedia evidence 
for legal matters.  

 
1.2. Limitations 

1.2.1. There are many different makes and models of DVRs.  Since most of them are foreign 
made, acquiring video from certain DVRs may require extensive research to determine 
the following: installer (network client, proprietary player, CODEC installer), user name 
and password (admin or default username and password), logical file storage location, 
proprietary player/CODEC.  The analyst also may need to locate and study the 
manufacturer’s user manual. 

 
1.2.2. Depending on the amount of data to be extracted, media typically used for extraction and 

preservation (i.e. optical media, flash media, USB drives) may not have enough capacity.  
In those instances, the analyst would have to obtain the appropriate size hard drive, 
which will be provided by the submitting agency. 

 
1.3. Recommended Equipment: 

• Laptop computer capable of supporting various software applications and accessories 

• CD/DVD/Blue Ray drive for reading and burning 

• Ethernet adapter and cable to connect to Ethernet port 

• Media Card Reader to read or write data to SD card media  

• Video Capturing Card to support analog and digital captures (Component, S-Video, VGA, 
DVI, HDMI), along with the RCA, S-Video, VGA, DVI and HDMI cables, which are required to 
connect the card with a device. The capturing card is designed to do analog to digital 
conversion.  

• USB extender to use more than one USB enabled device simultaneously   

• Optical media, flash media, USB drives for writing and extracting data. Keep in mind 
formatting requirements (i.e. Fat32 or NTFS). 

• Write-blocker when extracting directly from the hard drive of a DVR  

• Portable monitor to connect to the video output of a device 

• Camera for pictorial documentation of pertinent information  

• Tool kits for getting into system to access the hard drive 

• Battery backup in call out vehicles in case laptop computer battery is low or dead.       
 

1.4. Documentation: 
1.1.1. To protect the integrity of the forensic process, various forms of documentation are 

required. Analysts must document through written or typed notes and photographs 
captured during the evaluation/analysis of a DVR/CCTV system or other recording device.  



Forensic Multimedia Unit  
DVR Extraction SOP 

Crime Scene/Digital and Multimedia Division 
  

 

 
DVR Extraction SOP Document ID: 3379 
Issued By: Section Manager  Issue Date: 04/27/2017 
Uncontrolled When Printed Page 3 of 6 

 

1.1.2. Photographic documentation must show the device and all of its markings and 
connectors. 

1.1.3. All notes and photographs must be uploaded and maintained in the LIMS case record.   
1.1.4. The following must be photographed or documented in the analyst’s case notes, based on 

the assessment/evaluation process, if accessible:  

• DVR/CCTV system or other type of recording device 

• DVR/CCTV (other device) make, model and serial number 

• Recording settings (motion, frame rate, resolution, etc.) 

• Date/time displayed compared to actual date/time 
1.1.5. In keeping with thorough documentation standards, the analyst should always attempt to 

obtain the below listed information.  The type of device and its functionality will 
determine whether all the suggested information can be obtained.   

1.1.6. The recording capacity and when DVR will overwrite must be document in the case record 
if practically accessible.   

1.1.7. Depending on the actual device and the request, the following must be documented 
during the assessment/evaluation process if accessible:   

• The first and last recording dates of the DVR  

• The requested date(s) and time(s) of video needing to be extracted 

• If video cannot be recovered for any reason (video does not exist for requested date 
and time) 

• Recording settings (if DVR functionality allows these items to be identified) 

• Storage settings (i.e. hard drive capacity) 

• What methods of extraction are available (USB, CD/DVD/Hard Drive Extraction using 
DVR Examiner or Analog)   

• What method(s) of extraction was used 

• Format of extraction (native file or other format) 

• Whether the system is PC-Based, Stand-Alone Embedded, and/or Network Video 
Recorder (NV) 

• If the system is networked, it may need to be disconnected to avoid remote access 
during the extraction process.   

• Network settings (IP address) and client software, if extracting via network 
 

1.5. Assessing Extraction: 
1.5.1. Determine the date/time needed to be extracted from the DVR. 

1.5.1.1. The length of time can determine how to extract data off the DVR. 
1.5.1.2. The date/time of DVR may be off so make sure to calculate the date/time offset. 
1.5.1.3. Decide which cameras, if not all, need to be extracted. 

1.5.2. Determine what methods of extraction are available. 
1.5.3. Analyst will determine what method to use, in order to retrieve the best possible 

evidence. 
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1.5.3.1. Typically, the native file format will be the format for evidence retrieval.  If the 
native file format cannot be retrieved for some technical reason, it must be 
documented in the case notes.   

1.5.3.2. Since most DVRs record in a proprietary format, the native file format would have 
to be exported along with the proprietary player or CODEC, if able to.  The analog 
to digital conversion and screen capture methods would be considered last 
resort. 

1.5.4. Some DVRs, when powered on, will continue to record even when no cameras are set up.  
Make sure to stop recording before exporting as this could impact what is overwritten. 

1.5.5. Some DVRs, when powered on, will attempt to format the device’s hard drive, and 
thereby delete all contents of the drive.  
1.5.5.1. If data is to be extracted from a powered off DVR through the device built in 

extraction method, analyst must take precaution to prevent the DVR hard drive 
from being formatted. 

1.5.5.2. In some situations, it may be preferable to use a software extraction tool (i.e. DVR 
Examiner) in lieu of built in DVR’s extraction methods. The DVR does not need to 
be powered on to extract data with the use of this method. If a software tool is 
used for extraction, and the DVR is not powered on, the analyst does not need to 
verify if the hard drive will be formatted on startup of the DVR.  If a software tool 
is used for extraction, and the DVR is powered on, the analyst must take 
precaution to prevent the DVR hard drive from being formatted. 

 
1.6. Extraction Methods: 

1.6.1. CD/DVD writer  
1.6.1.1. The DVR system should have an archive, backup, copy, or export function in which 

you can write the data to the CD/DVD media.   Attempts should be made to export 
the proprietary player with the video. 

1.6.1.2.  Extract video to CD-R or DVD-R media if possible.  If data will not write to these 
media types, use the next best method available.  If re-writable disc media cannot 
be used, use other available methods of extraction.  Insure that all originally 
extracted data is archived. If possible, transfer extracted data to a write-once disc 
media.  All DVR footage saved to CD or DVD media must be finalized. 

1.6.2. Compact Flash drives  
1.6.2.1. Compact flash drives are considered a temporary storage medium.  The data 

should be transferred to permanent media when possible. 
1.6.2.2. The DVR may only read certain sizes, types, or formats of compact flash drives so 

try different types. 
1.6.2.3. This method may require the files to be exported in real time. 

1.6.3. USB/FireWire 
1.6.3.1. Most DVRs have ports to connect external USB/FireWire devices.  Make sure the 

ports are functional and the devices are being recognized by the DVR. 
1.6.3.2. USB drives can be used for exporting data.  Use different types, sizes, and formats 

(i.e. FAT32, NTFS) of drives until one is recognized by the DVR.       
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1.6.3.3. The analyst may have to manually choose the device to back up to.   
1.6.3.4. USB drives are considered temporary storage devices and the data should be 

transferred to permanent media when possible. 
1.6.4. Networking  

1.6.4.1. Most DVRs have a network port in order to do remote viewing. 
1.6.4.2. Connect a laptop to the DVR using an Ethernet cable or crossover cable.  Make sure 

the laptop being used has administrator rights.  Firewalls should be disabled. 
1.6.4.3. Access the network menu of the DVR.  This may require an additional username and 

password.  Note the IP address of the DVR.  Do not change the settings on the DVR. 
1.6.4.4. Change the IP address in the network settings on the laptop to coincide with the 

DVR.  Verify that a connection was made using the command line to ping the DVR. 
1.6.4.5. Using the remote viewer/software on the laptop, find the requested date/time.  The 

viewer may need to be downloaded to the laptop from the manufacturer or an 
online source. 

1.6.4.6. The data can be exported using the viewer or screen capture software. 
1.6.4.7. After exporting/capturing the data, make sure the firewall settings are turned back 

on the laptop and all settings on the DVR are back to where they were. 
1.6.5. S-Video/Composite/VGA/DVI Output  

1.6.5.1. Some DVRs only have an analog output.  If analog output is the only option, the data 
must be exported in real time.  This should be considered last in the extraction 
method process as aspect ratio, frame rate, and other areas could be incorrect.   

1.6.5.2. The analog output options should be observed and the best option for transfer 
selected. 

1.6.5.2.1. Use a video capturing card, capable of encoding the video to the hard drive of 
a laptop.   

1.6.5.2.2. The analog signal can be recorded into a laptop/computer, using a screen 
capture tool (i.e. Star Witness, Omnivore). 

1.6.5.3. The analyst should record each camera separately. 
1.6.5.4. Whatever method is used, verify that the recorded video plays back.  

 
1.7. Software Extraction 

1.7.1. There may be times when accessing the video on the DVR is not possible and the normal 

means of extraction cannot be done.  Some of these instances include: no password is 

given, no power cord, requestor needs entire contents of hard drive, etc.  In these 

instances, DVR Examiner can be used to extract the video directly from the hard drive. 

1.7.2. Safely remove the hard drive from the DVR casing.  Basic tools may be required to remove 

the housing and hard drive. 

1.7.3. A write-blocker must be used to connect the hard drive to a forensic workstation. 

1.7.4. Once the computer has recognized the hard drive, DVR Examiner can be used to scan the 

drive for proprietary video files.   
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1.7.5. Once scanned, the video files requested can be chosen for export.  This may include all 

clips depending on the request. 

1.7.6. Video files should be exported as both native and AVI if the options are given and time 

and space allows.   

1.7.7. Exported files will be burned onto discs for the requestor.  If files are too large then they 

will be stored on the Audio/Video Unit’s server until an external hard drive is provided 

from the requestor. 

1.7.8. DVR Examiner will not be able to be used on PC-based systems. 

 
1.8. Derivatives 

1.8.1. After exporting, verify that the downloaded/exported file(s) play back correctly on 
another system and that the requested dates and times were retrieved. 

1.8.2. Working copies should be made from the files extracted from the DVR.  
1.8.3.  Original files extracted from DVRs may be given to the submitters in a format as 

requested, (i.e. CD/DVD, USB, etc.).   
1.8.4. The items created will be documented in the case notes and chain of custody will be 

tracked in LIMS. 
1.8.5. If additional requests are made to examine/enhance the extracted video files, refer to 

the Forensic Video/Image Enhancement SOP. 
 

1.9. References 
 
SWGIT Best Practices for the Analysis of Digital Video Recorders, Version 1.0 2012.06.11 
SWGIT Best Practices for Retrieval of Digital Video, Version 1.0 2013.09.27 

 
 


